
Home 

Access and permissions: 

 

 Assigning or modifying access and permissions  

 Copy permissions   

 Manage Access 

 

Restricted Clients 

  

 Add a restricted client  

 Manage who can access a restricted client   

 

Business Appointments (Appointing Business)  

 

 Appoint a business and assign permission  

 Modify business appointment  

 Modify or Remove business appointment  

 

 Business Appointments (Appointed Business)   

 Assign access to my credential holders for appointing business  

 Removing modify the permissions I have assigned to my credential holders for an appointing business   

 

    

Access Manager 

Help scenarios 



Home 

Access Manager 

Scenario – Assigning or modifying access and permissions 

       Step 1 - Select ‘Access and permissions’ from the left hand menu  

Home 

My Clients 
Business 

Appointments 
Access and 

permissions 



Home 

Access Manager 

Scenario – Assigning or modifying access and permissions 

Copy 

permissions 

Modify access 

and permissions 
Past credential 

holders history 

Access and 

permissions  

Credential holders 

This is a list of all credential holders who have 

accessed or attempted to access ATO online 

services and who have an AUSkey registered under 

the current ABN.   

Business details 

This display’s the details for the business and the 

option to change the Agent number in focus if there 

are Agent numbers connected to the ABN.      

       Step 2 - Select the credential holder 

Page level menu 

This menu display’s the options 

available from the current page.     



Home 

Access Manager 

Scenario – Assigning or modifying access and permissions 
save 

Confirm: Delete 

account 
View Access Manager 

History (Report) 

Access and 

permissions  

Modify access 

and permissions 

Save 

Saves the permissions, takes user to ‘Access and 

permissions’ homepage with a process message. 

Permissions 

Assign or modify the credential holders permissions. 

Once the checkbox aligned with the permission has 

been checked you must select ‘save’ for the 

changes to take effect 

Select All / Clear All 

You can select all permissions or clear all 

permissions by using these buttons. 

       Step 3 – Assign or modify access and permissions 

Access 

Modify the credential holders access. 

 Access administrator – if ‘Yes’ the credential 

holder will have the authority to login to Access 

Manager   

 Account status – if ‘Disabled’ the credential 

holder will not be authorised to log into the portals  

Cancel 

Cancels any permissions granted, takes user 

to ‘Access and permissions’ page with a 

process message. 

 



Home 

Access Manager 

Scenario – Copy permissions 

       Step 1 - Select ‘Access and permissions’ from the left hand menu 

Home 

Who has access to 

my business 

Whose business I can 

access 
Access and 

permissions 
Restricted clients 



Home 

Access Manager 

Scenario – Modifying access and permissions or Delete account 

Current credential 

holder access report 

for all Agent numbers 

Copy 

permissions 

Modify access 

and permissions 
Tax practitioner 

access 

Past credential 

holders history 

Access and 

permissions  

Business details 

This display’s the details for the business and the 

option to change the Agent number in focus if there 

are Agent numbers connected to the ABN.      

Credential holders 

This is a list of all credential holders who have 

accessed or attempted to access ATO online 

services and who have an AUSkey registered under 

the current ABN.   

       Step 2 - Select ‘Copy Permissions’ from the page level menu 

Page level menu 

This menu display’s the options 

available from the current page.     



Home 

Access Manager 

Scenario – Modifying access and permissions or Delete account 

Copy 

permissions 

Access and 

permissions  

Credential holder 

List of all current credential holders 

except the credential holder selected in 

the ‘Copy permissions from’ drop down 

list.  You must select one and may 

select as many as you like. 

Save 

Saves the permissions, takes user to ‘Access and 

permissions’ homepage with a process message. 

Credential holder 

Drop down list of all current 

credential holders. 

       Step 3  

 - Select the credential holder to copy the permissions from  

 - Select at least one credential holder to copy the permissions to 

Cancel 

Cancels the change to permissions, takes user to ‘Access 

and permissions’ page with a process message. 

 



Home 

Access Manager 

Scenario – Manage Access 

       Step 1 - Select ‘Access and permissions’ from the left hand menu 

Home 

My Clients 
Business 

Appointments 
Access and 

permissions 



Home 

Access Manager 

Scenario – Manage Access 

Credential holders 

This is a list of all credential holders who have 

accessed or attempted to access ATO online 

services and who have an AUSkey registered under 

the current ABN.   

Business details 

This display’s the details for the business and the 

option to change the Agent number in focus if there 

are Agent numbers connected to the ABN.      

       Step 2 - Select the credential holder 

Copy 

permissions 

Modify access 

and permissions 
Past credential 

holders history 

Access and 

permissions  

Page level menu 

This menu display’s the options 

available from the current page.     



Home 

Access Manager 

Scenario – Manage Access – Access administrator 

save 

Confirm 

Confirm: Delete 

account 
View Access Manager 

History (Report) 

Access and 

permissions  

Modify access 

and permissions 

       Step 3a – Select the ‘No’ or ‘Yes’ radio button next to Access Administrator 

Access Administrator 

A Standard user can be granted 

access to AM by selecting the ‘yes’ 

radio button.  This will allow them to 

assign access and permissions for 

other Standard users.  This access 

can be removed by selecting the ‘No’ 

radio button.  

The account is updated once the 

changes have been saved. 



Home 

Access Manager 

Scenario – Manage Access – Disable Account 

save 

Confirm 

Confirm: Delete 

account 
View Access Manager 

History (Report) 

Access and 

permissions  

Modify access 

and permissions 

       Step 3b – Select the ‘Active’ or ‘Disabled’ radio button next to Account status 

Account status 

A credential holder’s account may be 

disabled by selecting the ‘Disabled’ 

radio button.  If the account is 

disabled, the credential holder will not 

be able to access AM or any ATO 

online services such as Portals.  A 

disabled account can be reactivated 

by selecting the ‘Active’ radio button. 

The account is updated once the 

changes have been saved. 



Home 

Access Manager 

Scenario – Manage Access - Delete account 

save 

Confirm 

Confirm: Delete 

account 
View Access Manager 

History (Report) 

Access and 

permissions  

Modify access 

and permissions 

       Step 3c – Select ‘Delete account’ 

Delete account 

A credential holder’s account may be 

deleted from AM by selecting the 

‘Delete account’ button.  If the account 

is deleted, the credential holder will 

not be able to access AM or any ATO 

online services such as Portals.  This 

action does not cancel their AUSkey.  

A deleted account can not be 

reactivated in AM. 



Home 

Access Manager 

Scenario – Manage Access - Delete account 

save 

Confirm 

Confirm: Delete 

account 
View Access Manager 

History (Report) 

Access and 

permissions  

Modify access 

and permissions 

Confirm 

Saves the deletion, takes user to ‘Access and 

permissions’ homepage with a process 

message. 

 

       Step 4 – Select ‘Confirm’ to delete the account 

Cancel 

Cancels the deletion, takes user to ‘Modify 

access and permissions’ page with a process 

message. 

 



Home 

Access Manager 

Scenario – Add a restricted client Home 

Who has access to 

my business 

Whose business I can 

access 
Access and 

permissions 
Restricted clients 

       Step 1 - Select ‘Restricted clients’ from the left hand menu  



Home 

Access Manager 

Scenario – Add restricted client Restricted clients 

Modify access to 

restricted client 

Add restricted 

client 

save 

Restricted clients 

This is a list of current restricted clients.  

Page level menu 

This menu 

display’s the 

options available 

from the current 

page including the 

‘Add restricted 

client’ option  

       Step 2  

 - Select an Agent number from the ‘Agent number’ drop down box; and  

 - Select ‘Add restricted client’ 

Agent number 

This display’s the details for the agent number you have 

selected.  Another Agent number can be selected if there is 

more than one Agent number connected to the ABN.      



Home 

Access Manager 

Scenario – Add restricted client Restricted clients 

Add restricted client 

Confirm “Add” 

confirm 

Client list 

This is a list of all unrestricted clients who 

are associated with the selected Agent 

number are displayed.  

       Step 3 - Select ‘Client Id’ or ‘Client Name’ of the client to be restricted 

Cancel 

Cancels the addition of a 

restricted client, takes user to 

‘Modify access and 

permissions’ page with a 

process message. 



Home 

Access Manager 

Scenario – Add restricted client Restricted clients 

Add restricted client 

Confirm “Add” 

confirm 

Confirm 

Confirms that the client will be restricted, 

takes user to ‘Restricted clients’ page with 

a process message.  The newly restricted 

client will appear in the restricted client list. 

 

       Step 3 - Select ‘Confirm’ 

Cancel 

Cancels the restriction, takes user to 

‘Restricted clients’ page with a 

process message. 

 



Home 

Access Manager 

Scenario – Manage who can access a restricted client Home 

Who has access to 

my business 

Whose business I can 

access 
Access and 

permissions 
Restricted clients 

       Step 1 - Select ‘Restricted clients’ from the left hand menu 



Home 

Access Manager 

Scenario – Manage who can access a restricted client Restricted clients 

Modify access to 

restricted client 

Add restricted 

client 

save 

Restricted clients 

This is a list of current restricted clients.  

Page level menu 

This menu display’s 

the options 

available from the 

current page.     

       Step 2  

 - Select an Agent number from the ‘Agent number’ drop down box; and  
 - Select a restricted client from the list 

Business details 

This display’s the details for the business and the option 

to change the Agent number in focus if there are Agent 

numbers connected to the ABN.      



Home 

Access Manager 

Scenario – Manage who can access a restricted client Restricted clients 

Modify access to 

restricted client 

save 

Save 

Saves the changes made to the access 

for credential holders and takes user to 

‘Restricted clients’ with a process 

message. 

 

       Step 3 - Select one or more credential holders who require access to the restricted client 

Credential holder list 

This is a list of all credential 

holders who has access to the 

Agent number. All the credential 

holders that are ticked have 

access to the restricted client.  

Cancel 

Cancels the action, clears the changes you have made to the list 

and takes user to ‘Restricted clients’ page with a process message. 

 



Home 

Access Manager 

Scenario - Appoint a business and assign permission 

       Step 1 - Select ‘Who has access to my business’ from the left hand menu 

Home 

Who has access to 

my business 

Whose business I can 

access 
Access and 

permissions 
Restricted clients 



Home 

Access Manager 

Scenario - Appoint a business and assign permission Who has access 

to my business 

Appoint new business 
Modify appointed 

business permissions 

Appointed businesses  

A list of business who you have previously appointed to be 

an agent for tax purposes.  

       Step 2 - Select ‘Appoint new business’ from page level menu  

Business details 

This display’s the details for the business. 

Page level menu 

This menu display’s 

the options 

available from the 

current page 

including ‘Appoint 

new business’.     



Home 

Access Manager 

Scenario - Appoint a business and assign permission 

Appoint new business 
Modify appointed 

business permissions 

Who has access 

to my business 

Continue 

Checks the ABN: 

 If the ABN is valid the user will progress to the next screen 

 If the ABN is not valid the screen will show a process 

message 

    

    

Cancel 

Cancels the appointment, 

takes user to ‘Who has 

access to my business’ 

page with a process 

message. 

 

       Step 3 - Enter the ABN for the business you want to appoint 



Home 

Access Manager 

Scenario - Appoint a business and assign permission 

Appoint new business 

Appoint new business 

(assign permissions) 

Save 

Who has access 

to my business 

       Step 4 – Assign permissions 

Save 

Saves the permissions, takes user to ‘Who has 

access to my business’ with a process message. 

Permissions 

Check the checkbox aligned with the permission you 

want to assign to the business you have appointed 

as an agent for your tax affairs.  You must select 

‘save’ for the changes to take effect 

Select All / Clear All 

You can select all permissions or clear all 

permissions by using these buttons. 

Cancel 

Cancels any permissions granted, takes user 

to ‘Who has access to my business’ page with 

a process message. 

 



Home 

Access Manager 

Scenario – Modify business appointment (Who has access to my business)  

       Step 1 - Select ‘Who has access to my business’ from the left hand menu 

Home 

Who has access to 

my business 

Whose business I can 

access 
Access and 

permissions 
Restricted clients 



Home 

Access Manager 

Scenario - Modify business appointment (Who has access to my business)  Who has access 

to my business 

Appoint new business 
Modify appointed 

business permissions 

Appointed businesses  

A list of business who you have previously appointed to be 

an agent for tax purposes.  

       Step 2 - Select the appointed business 

Business details 

This display’s the details for the business. 

Page level menu 

This menu display’s 

the options 

available from the 

current page.     



Home 

Access Manager 

Scenario - Modify business appointment (Who has access to my business)  

Modify appointed 

business permissions 

Who has access 

to my business 

Confirm – Remove 

business appointment 

Confirm 

       Step 3 – Modify appointed business permissions 

Save 

Saves the permissions, takes user to ‘Who has 

access to my business’ with a process message. 

Permissions 

Modify the appointed business permissions that 

you have previously assigned to the business 

you appointed as agent for your tax affairs. 

Once a checkbox aligned with a permission has 

been checked or unchecked, you must select 

‘save’ for the changes to take effect 

Select All / Clear All 

You can select all permissions or clear all 

permissions by using these buttons. 

Cancel 

Cancels any changes you have made, takes 

user to ‘Who has access to my business’ page 

with a process message. 

 



Home 

Access Manager 

Scenario – Modify or Remove business appointment   

                   (Who has access to my business)  

       Step 1 - Select ‘Who has access to my business’  

Home 

Who has access to 

my business 

Whose business I can 

access 
Access and 

permissions 
Restricted clients 



Home 

Access Manager 

Scenario – Modify or Remove business appointment 

                   (Who has access to my business)  

Who has access 

to my business 

Appoint new business 
Modify appointed 

business permissions 

Appointed businesses  

A list of business who you have previously appointed to be 

an agent for tax purposes.  

       Step 2 - Select the appointed business 

Business details 

This display’s the details for the business. 

Page level menu 

This menu display’s the options 

available from the current page.     



Home 

Access Manager 

Scenario – Modify or remove business appointment 

                  (Who has access to my business)  
Modify appointed 

business permissions 

Who has access 

to my business 

Confirm – Remove 

business appointment 

Confirm 

       Step 3a – Modify appointed business permissions 

Save 

Saves the permissions, takes user to ‘Who has 

access to my business’ with a process message. 

Permissions 

Modify the appointed business permissions that 

you have previously assigned to the business 

you appointed as agent for your tax affairs. 

Once a checkbox aligned with a permission has 

been checked or unchecked, you must select 

‘save’ for the changes to take effect 

Select All / Clear All 

You can select all permissions or clear all 

permissions by using these buttons. 

Cancel 

Cancels any changes you have made, takes 

user to ‘Who has access to my business’ page 

with a process message. 

 



Home 

Access Manager 

Scenario – Modify or remove business appointment 

                   (Who has access to my business)  
Modify appointed 

business permissions 

Who has access 

to my business 

Confirm – Remove 

business appointment 

Confirm 

         Step 3b – Remove business appointment.  Select ‘Remove Business Appointment’ 



Home 

Access Manager 

Scenario – Modify or remove business appointment 

                   (Who has access to my business)  
Modify appointed 

business permissions 

Who has access 

to my business 

Confirm – Remove 

business appointment 

Confirm 

Confirm 

The business appointment is removed, takes 

user to ‘Who has access to my business’ with 

a process message. 

 

 

 

 

Cancel 

Cancels the action and takes user 

to ‘Modify appointed business 

permissions’ page with a process 

message. 

 

       Step 4 – Select ‘Confirm’ to remove the business appointment 



Home 

Access Manager 

Scenario - Assign access to appointed business for my credential holders 

       Step 1 - Select ‘Whose business I can access’ from the left hand menu 

Home 

Who has access to 

my business 

Whose business I can 

access 
Access and 

permissions 
Restricted clients 



Home 

Access Manager 

Scenario - Assign access to my credential holders for appointing business Whose business I can 

access 

View permissions granted 

to business 

       Step 2 – Select the business you want to assign access to.  

Appointing businesses  

A list of business who have 

appointed your business to be an 

agent for tax purposes.  

Facility to 

search with 

the ABN or 

the Business 

Name for 

businesses 

that have 

appointed 

your business 

as an agent 

for their tax 

affairs. 

Business details 

This display’s the details for the business. 

Page level menu 

This menu display’s 

the options 

available from the 

current page.     



Home 

Access Manager 

Scenario - Assign access to my credential holders for appointing business 
Whose business I can 

access 

View permissions granted 

to business 

View authorised 

credential holders 

Business permissions 

The permissions which have been granted by the 

appointing business. 

These permissions are read-only.  

       Step 3 – Select ‘View authorised credential holders’ from the page level menu 

Back 

Takes user to ‘Whose business I can access’ 

page. 



Home 

Access Manager 

Scenario - Assign access to my credential holders for appointing business 
Whose business I can 

access 

View permissions 

granted to business 

View authorised 

credential holders 

Authorise new credential holder 

(Select credential holder) 

Authorised credential holders  

A list of credential holders who 

already have been assigned access 

to the appointing business. 

       Step 4 – Select ‘Authorise new credential holder’ from the page level menu 

Back 

Takes user to ‘Whose business I 

can access’ page. 



Home 

Access Manager 

Scenario - Assign access to my credential holders for appointing business 
Whose business I can 

access 

View authorised 

credential holders 

Authorise new credential holder 

(Credential holder permissions) 

Save 

Credential holder list 

This is a list of all your credential holders who 

do not currently have access to the appointing 

business.  

Back 

Takes user to ‘View authorised 

credential holders’ page. 

View permissions 

granted to business 

Authorise new credential holder 

(Select credential holder) 

Credential holder   

Facility to search with the 

Surname or the First name for a 

specific credential holder 

       Step 5 – Select a credential holder in your business to assign access 



Home 

Access Manager 

Scenario - Assign access to my credential holders for appointing business 
Whose business I can 

access 

View permissions 

granted to business 

View authorised 

credential holders 

Authorise new credential holder 

(Select credential holder) 

Authorise new credential holder 

(Credential holder permissions) 

Save 

Save 

Saves the permissions, takes user to ‘Whose 

business I can access’ with a process message. 

Permissions 

Only the permissions allocated to the appointed 

business are displayed. 

Select permissions using the checkboxes which will 

be assigned to the credential holder after you select 

‘save’ 

 

Select All / Clear All 

You can select all permissions or clear all 

permissions by using these buttons. 

Cancel 

Cancels the authorisation of the credential 

holder to access the appointing business, 

takes user to ‘Whose business I can access’ 

page with a process message. 

 

       Step 6 – Assign permissions to the credential holder you have selected. 



Home 

Access Manager 

       Step 1 - Select ‘Whose business I can access’  

Home 

Who has access to 

my business 

Whose business I can 

access 
Access and 

permissions 
Restricted clients 

Scenario – Removing access or modify the permissions I have assigned to my 

                    credential holders for an appointing business 



Home 

Access Manager 
Whose business I can 

access 

View permissions granted 

to business 

       Step 2 – Select the business to modify the permissions you have assigned to your credential holders 

Appointing businesses  

A list of business who have 

appointed your business to be an 

agent for tax purposes.  

Business details 

This display’s the details for the business. 

Page level menu 

This menu display’s 

the options 

available from the 

current page.     

Facility to search with 

the ABN or the 

Business Name for 

businesses that have 

appointed your 

business as an agent 

for their tax affairs. 

Scenario – Removing access or modify the permissions I have assigned to my 

                    credential holders for an appointing business 



Home 

Access Manager 
Whose business I can 

access 

View permissions granted 

to business 

View authorised 

credential holders 

Business permissions 

The permissions which have been granted by the 

appointing business. 

These permissions are read-only.  

       Step 3 – Select ‘View authorised credential holders’ from the page level menu 

Back 

Takes user to ‘Whose business I can access’ 

page. 

Scenario – Removing access or modify the permissions I have assigned to my 

                    credential holders for an appointing business 



Home 

Access Manager 
Whose business I can 

access 

View permissions 

granted to business 

View authorised 

credential holders 

Authorised credential holders  

A list of credential holders who 

already have been assign access 

to the appointing business. 

       Step 4 – Select a credential holder from the ‘Authorised credential holders’ list 

Back 

Takes user to ‘Whose business I 

can access’ page. 

Authorise new credential holder 

(Select credential holder) 

Modify credential 

holder permissions 

Scenario – Removing access or modify the permissions I have assigned to my 

                    credential holders for an appointing business 



Home 

Access Manager 

Scenario – Removing access or modify the permissions I have assigned to my 

                    credential holders for an appointing business 

Whose business I can 

access 

View permissions 

granted to business 

View authorised 

credential holders 

Modify credential holder 

permissions 

Save 

Confirm – Remove 

authorisation 

Remove 

Save 

Saves the permissions, takes user to ‘Whose 

business I can access’ with a process message. 

Permissions 

Only the permissions allocated to the appointed 

business are displayed. 

Modify the permissions you have assigned to the 

credential holder by checking or unchecking the 

checkboxes.  The changes  will take effect after you 

select ‘save’ 

 

       Step 5a – Modify permissions assigned to a credential holder 

Select All / Clear All 

You can select all permissions or clear all 

permissions by using these buttons. 

Cancel 

Cancels any permissions granted, takes user 

to ‘Whose business I can access’ page with a 

process message. 

 



Home 

Access Manager 
Whose business I can 

access 

View permissions 

granted to business 

View authorised 

credential holders 

Modify credential holder 

permissions 

Save 

Confirm – Remove 

authorisation 

Remove 

       Step 5 – Remove access from a credential holder.  Select ‘Remove Authorisation’ 

Cancel 

Cancels the action and takes user to ‘View 

authorised credential holders’ page. 

Scenario – Removing access or modify the permissions I have assigned to my 

                    credential holders for an appointing business 



Home 

Access Manager 

Confirm 

Removes the specified credential holder’s 

access to the appointing business, takes user 

to ‘Who has access to my business’ with a 

process message. 

 

 

 

 

Whose business I can 

access 

View permissions 

granted to business 

View authorised 

credential holders 

Modify credential 

holder permissions 

Save 

Remove 

Confirm – Remove 

authorisation 

Cancel 

Cancels any removing of 

the business appointment, 

takes user to ‘Modify 

authorised credential holder 

permissions’ page with a 

process message. 

 

       Step 6 – Select ‘Confirm’ to remove access to the appointing business for 

                      the specified credential holder 

Scenario – Removing access or modify the permissions I have assigned to my 

                    credential holders for an appointing business 


